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This school is committed to safeguarding and promoting the welfare of children and expects all staff, parents and volunteers to share this commitment.


1. Purpose
This policy sets out how the school protects its digital systems, sensitive information, and users (staff, pupils, governors, visitors) from cyber security risks. The aim is to ensure the safety of pupils and staff, maintain continuity of teaching and learning, and comply with legal duties including UK GDPR, Data Protection Act 2018, and Keeping Children Safe in Education (KCSIE).

2. Scope
This policy applies to:
· All staff (including supply, peripatetic, volunteers, and governors)
· All pupils using school devices or accounts
· All IT systems, cloud services, software, networks, and data
· Any personal devices used for school purposes (e.g., staff phones used for email)

3. Roles and Responsibilities
Headteacher
· Ensures the school has appropriate cyber security measures in place.
· Oversees compliance with this policy and ensures staff receive regular training.
IT Support / Managed Service Provider
· Maintains secure network configuration, patching, backups, filtering, and firewalls.
· Monitors for cyber threats and reports concerns promptly.
Data Protection Officer (DPO)
· Advises on data protection risks and supports incident management.
All Staff
· Follow safe working practices and report any suspected cyber incidents immediately.
Pupils
· Follow the Acceptable Use Agreement and report anything worrying or unusual.

4. Core Principles
The school follows the National Cyber Security Centre (NCSC) guidance for schools:
4.1 Secure Access Control
· Strong passwords must be used on all accounts.
· Multi-factor authentication (MFA) is required for staff on cloud services such as M365.
· Staff must not share passwords under any circumstances.
4.2 Device Security
· All laptops, iPads and teacher devices must be encrypted.
· Devices auto-lock after a short idle period.
· Staff personal devices used for school email must have: 
· Passcode or biometric lock
· No shared access with family members
· ICT can remotely remove all organisational data from devices through MDM or Microsoft Intune.
4.3 Network and Wi-Fi
· Separate Wi-Fi networks for staff, pupils, and visitors.
· Administrative networks must not be accessible to pupils or visitors.
· Wi-Fi keys changed annually or after a security concern.
4.4 Software and Updates
· All software automatically updated/managed by IT support.
· Unauthorised software installation is not permitted.
· Antivirus and endpoint protection must run on all staff devices.

5. Data Protection and Information Handling
· Staff must store school information in M365 OneDrive/SharePoint, not on personal devices or USB sticks.
· Personal data must be encrypted when stored or transferred.
· Emailing sensitive data externally requires encryption (e.g., secure email).
· Paper-based confidential documents must be locked away.

6. Email and Phishing Protection
· School uses filtering and anti-phishing technology.
· Staff are trained annually on identifying phishing attempts.
· If an unexpected email contains urgent requests, attachments, or links, staff must: 
· Not open it
· Report it to IT support immediately
· Delete it once confirmed as unsafe

7. Online Safety (children and staff)
· Filtering and monitoring systems in line with DfE Online Safety standards.
· Pupils taught age-appropriate online safety through the curriculum.
· Staff follow the Acceptable Use Policy and safeguarding guidelines in KCSIE.

8. Third-Party Services and Suppliers
· All suppliers must comply with UK GDPR and demonstrate appropriate cyber controls.
· Data Processing Agreements must be in place before new services are used.
· No staff member may sign up to new digital tools containing pupil data without SLT approval.

9. Backup, Recovery, and Business Continuity
· Backups of essential data taken daily and stored securely offsite or in the cloud.
· Disaster recovery procedures tested annually.
· In case of major outage, the school prioritises safeguarding records, MIS access, payroll, and communication systems.



10. Cyber Incident Response
All staff must report suspected security incidents within 30 minutes to the Headteacher or ICT support, including:
· Lost or stolen devices
· Unusual account activity
· Phishing emails clicked
· Ransomware or suspicious pop-ups
· Data sent to the wrong recipient
The school will:
1. Contain the incident (isolate affected systems)
2. Notify the DPO
3. Assess risks and data involved
4. Inform the ICO within 72 hours if personal data is compromised
5. Inform affected individuals if required
6. Document all actions taken

11. Staff Training
· Cyber security training completed on induction and refreshed annually.
· Additional training provided following any incident or new risk identified.

12. Policy Review
This policy will be reviewed annually, or sooner if:
· A significant cyber incident occurs
· New statutory guidance is issued
· The school introduces new digital systems
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